
I s  E n c r y p t i o n 
A l o n e  E n o u g h ?
Businesses of every size and sector are responsible for securing data 
across their networks. Controlling who can access this data should be at 
the top of your list.

Data is constantly being copied on PCs and smart phones, backed up 
and transferred on USB sticks—all outside the controls of Local Area 
Network Security (LAN) protection. 

Employees are more productive and efficient when data is available at 
hand so it’s no surprise that replication and decentralisation of data 
has increased.

Employees access company data on their chosen phones and tablets 
which they’ve purchased themselves. This “Bring Your Own Device” 
(BYOD) world has increased the need for stronger data protection.

Ensure that sensitive data being 
accessed outside of the work place can 
only be viewed by admins and only for as 
long as appropriate.

A former customer’s credit card information 
may no longer be of value to your organisation, 
for example, but the potential risk, and 
financial impact, of losing that data remains. 
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Protect external data across all storage 
devices. 

Advances in technology and shorter product 
lifecycles result in higher hardware turnover. 
Hardware that still contains company data. 
Smaller devices are often more prone to theft 
or loss and if these devices are unsecure, this 
leaves the doors wide open to a data breach.

An increasing variety of productivity 
tools download data to multiple 
employee devices, potentially spreading 
sensitive data. 

Organisations may feel secure 
believing that only one copy 
of backed-up data exists 
in the cloud, when in reality 
many copies may exist on 
many different endpoints...
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This causes three signif icant 
chal lenges for security 
professionals . 
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To  d e a l  w i t h  t h e s e  p r o b l e m s 
y o u  w i l l  n e e d  t o  c o n t r o l  t h e 
a c c e s s  o f  y o u r  d a t a . 

Encryption provides great 
data access control... 
Provided the power if 
off and the password 
is unknown or can’t be 
learned. 

If you have sensitive company 
data on a lost or stolen laptop, it presents a tempting target for malicious 
activity. So, for data security and peace of mind, you need the power to 
control the access to the device.

PCS can maintaining control of who, where 
and when users have access to data.

Access Control  

Many employees use their own personal devices for work (BYOD). 
Unfortunately, business use and personal use of these devices 
often overlap. 

Small, mobile devices can easily be misplaced and these are 
often number one the list for any thief. You must ensure that 
sensitive data stored on these devices are not compromised. 

We provide managed access control in the form of: password 
policy, encryption, and the ability to isolate or destroy sensitive 
data if someone unauthorised tries 
to access it. 

Isolate and Remove Data

USB sticks are more likely to get 
lost or stolen because of how 
mobile they are, so you’ll need 
to ensure that data cannot be 
accessed by an unauthorised 

person.  
 
Managed Encryption allows you to enforce a 
policy which requires username and password 
authentication that must come through the cloud 
for approval before the data is decrypted. 

If the device is determined to be at risk, (even if the 
correct username and password is used) then the 

requester will be stopped from accessing the data. The 
data will remain encrypted and unreachable until the 
administrator permits access. 

USB Authentication 

Data Quarantine 
Once a computer has been authenticated, encryption cannot 
prevent access to data. Encryption alone provides no data 
protection if: 

• The computer is stolen with the power on 
• The user leaves the business but still has the computer
• The password is easily learned or stolen with the laptop 

(written in a notebook in the computer bag)  

PCS Managed Encryption allows 
you to ensure that access to 
the data is removed – even if 
authentication is successful. 
If the lost or stolen device is 
ever recovered or if the user is 
authorised to view the information 

again, the administrator can 
bring the data back into a 
readable condition. If the device 
is determined to be at risk, then 
the requester will be stopped from 
accessing the data until an admin 
permits access. 

How will you deny access to that data? 

Don’t  R isk I t .  Encrypt I t .
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