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YOU LOSE 
MORE 
THAN JUST 
MONEY

It’s not just money you lose if your 
business faces a cyber-attack, 
your business is faced with a 
range of problems including:  

1. Loss of time through having to fix 
your website or systems. 

2. The potential loss of customers. 

3. Damage to your reputation and all 
the other potential consequences of 
a hacker getting their hands on your 
data.

Protecting your 
business from 
hackers and 
viruses doesn’t 
have to take a lot 
of time, work or 
money.

The impact of 
a cyber breach 
can be huge.

BUT, ALL IS NOT 
DOOM AND GLOOM

Small businesses can also be hit 
particularly hard by attacks, with 
nearly one in five taking a day or more 
to recover from their most disruptive 
breach.



FIVE TIPS TO 
KEEP  YOU 
STAY AHEAD 
OF THE 
GAME:

1. Back up your data. This lowers the risk of 
inconvenience from loss of data through theft, 
physical damage or ransomware. Ensure you 
know exactly what needs backing up and that 
the backup is not permanently connected to the 
device. 

2. Prevent malware damage. Use anti-virus on all 
systems ensuring the latest updates are being 
applied. Many people don’t have their firewall on – 
which is a basic buffer zone between your network 
and the Internet.  

3. Use a password. Passwords are a free and 
effective way of preventing unauthorised people 
from accessing your data. 

4. Keep your mobile devices safe. 
Devices which are used outside the comfort of the 
office need more protection that desktop devices. 
So ensure they are all up-to-date with the latest 
software and fully configured so they can be 
tracked or remotely wiped if necessary. 

5. Avoid phishing attacks. Phishing attacks are 
very popular amongst scammers. This is where 
you receive emails from scammers asking you for 
sensitive information or links directing you to bad 
websites.  

Installing the 
latest software 
and app 
updates

&
Using a strong, 
separate 
password for 
your email.

Once you and your employees are doing these two simple 
things, there’s a range of other steps you can follow to 
protect your business, saving you time and money whilst 
protecting your business’ reputation and significantly 
reduce the chances of your business becoming a victim 
of cyber-crime.

Small 
businesses 
across the 
UK are being 
encouraged 
to do two 
simple things 
which can help 
improve their 
online security:



FREE CYBER 
SECURITY 
EVALUATION

CYBER  
ESSENTIALS

Most cyber-attacks exploit very 
basic weaknesses in IT systems 

and software. You can prevent these by 
achieving Cyber Essentials, which sets out 
five controls to significantly reduce your 

company’s vulnerability to cyber-
attacks. The scheme is suitable for 

businesses of all sizes, in all sectors.

Here at PCS, we offer a Free 
Cyber Security Evaluation to 
businesses who are looking 
to achieve Cyber Essentials 
certification. One of our IT 
engineers will analyse your 
IT systems and look for 
potential security risks. 

https://www.pcs-systems.com/cyber-security-evaluation/
https://www.pcs-systems.com/cyberessentials/
https://www.pcs-systems.com/cyberessentials/


TRAIN YOUR 
STAFF

If your business has been a 
victim of cyber-crime, you 
can report it to the police via 
the Action Fraud website.

Many businesses believe they 
have the correct protection 
to defend them from common 
cyber-attacks. 

Whether you are a small, 
medium or large business, 
cyber security breaches can 
hit your business at any time. 

In the last year, 46% of all UK 
businesses identified at least 
one cyber security breach or 
attack in the last 12 months.

This rises to two-thirds 
among medium firms (66%) 
and large firms (68%).  

With these stats in mind 
it’s time to act now. Begin 
your cyber safe journey and 
protect your business from 
common of cyber threats 
today.

If you hold and process personal information 
about your clients, employees or suppliers, you are 
legally obliged to protect that information. Under 

the General Data Protection Act. You must:
Protect your 
data.

1. Only collect information that you 
need for a specific purpose. 

2. Keep that information secure. 

3. Ensure it’s relevant and up to date. 

4. Only hold as much as you need, and only 
for as long as you need it. 

5. Allow the subject of the information to see 
it on request.

Cyber threats sometimes originate 
from within your business, when 
employees’ unawareness and/
or negligence opens the door 
for cyber criminals. Therefore, 

it’s important to train employees 
before you suffer a data breach. 

Don’t wait to react. Help employees 
learn what they should do (and not 

do) to keep your business safe.

Have you been a victim of cyber-crime?

https://www.actionfraud.police.uk/
https://www.pcs-systems.com/cyberessentials/

